RESTRICTED DOMAIN NAMES LIST

Pursuant to Article 3.4 of Resolution 001652, 2008, the Administrator of the .CO ccTLD
submitted before the Ministry of Information Technologies and Communications during the
Domain Names Policy Advisory Committee meeting held on November 9, 2009, a preliminary
restricted domain names list.

Upon receipt of Committee members’ comments and suggestions and taking into consideration
the need to preserve the system’s stability, reliability and security, and to protect the Registry
from unauthorized use of sensitive geographic domain names or references, or names which
can harbor illegal activities or those which, due to their sensitive nature in connection with the
State’s operation, should only be used by the Government, among others, as well as
Administrator’s criteria on the subject, the “Ministry of Information Technologies and
Communications” (MINTIC for its acronym in Spanish) approved the following restricted domain
name list:

1. Restricted at All Levels

A. Names of Organizations or Commonly Used in the Internet

1 Afrinic

2 IANA-Servers
3 NRO

4 ALAC

5 ICANN

6 RFC-Editor
7 Arin

8 IETF

9 Root-servers
10 Aso

11 Internic
12 RSSAC

13 ccnso

14 invalid

15 ssac

16 example
17 irtf

18 test

19 ejemplo
20 prueba

21 gac



22 istf

23 tld

24 gnso

25 lacnic
26 whois
27 gtld-servers
28 local

29 WwWw

30 iab

31 localhost
32 iana

33 nic

34 lactld

B. For the Registry’s Operation

35 abuse

36 ccTLD

37 Dns

38 Domain

39 Domains
40 Dominio
41 Dominios
42 Dot

43 Hostmaster
44 lpv4

45 lpv6

46 ni

47 nic

48 Nicco

49 Niccolombia
50 Nico

51 Postmaster
52 Punto

53 Register
54 Registrador
55 Registrar
56 Registro

57 registry

58 spam



59 tld

60 URL

61 Webaddress
62 webmaster
63 whois

64 www

C. Sensitive Geographical Place Names or References

C.1 Colombia’s Department Names

65 Colombia

66 Amazonas

67 Antioquia

68 Arauca

69 Atlantico

70 Bolivar

71 Boyaca

72 Caldas

73 Caqueta

74 Casanare

75 Cauca

76 Cesar

77 Choco

78 Coérdoba

79 Cundinamarca
80 Guainia

81 Guaviare

82 Huila

83 Laguajira

84 La_guajira

85 Guajira

86 Magdalena

87 Meta

88 Narifio

89 Norte_de_Santander
90 Nortedesantander
91 Putumayo

92 Quindio

93 Risaralda
94 San_Andrés_y_Providencia



95 Sanandres

96 Sanandresyprovidencia
97 Providencia

98 Santander

99 Sucre

100 Tolima

101 Valle_del_Cauca

102 valledelcauca

103 Valle

104 Vaupés
105 Vichada

c.2 Colombia’s Department Capital Cities

106 Armenia
107 Barranquilla

108 Bogota
109 Bucaramanga
110 Cali

111 Santiago de Cali
112 Cartagena de Indias
113 Cartagena

114 Cucuta
115 San José de Cucuta
116 Florencia
117 lbagué
118 Leticia
119 Manizales
120 Medellin
121 Mitu

122 Monteria
123 Neiva
124 Mocoa
125 Pereira

126 Popayan

127 Puerto Carrefio

128 Puerto Inirida

129 Quibdd

130 Riohacha

131 San José del Guaviare



132 San Juan de Pasto
133 Pasto

134 Santa Marta

135 Sincelejo

136 Tunja

137 Valledupar

138 Villavicencio

139 Yopal

C.3 2005 Census: Municipalities (Cities) Over 50 Thousand People — Ranked by Population

140 Apartadd
141 Bello

142 Caldas

143 Caucasia
144 Chigorodo
145 Copacabana
146 Envigado
147 Iltagii

148 La_estrella
149 Laestrella
150 Rionegro
151 Turbo

152 Baranoa
153 Malambo
154 Sabanalarga
155 Soledad

156 Arjona
157 El_carmen_de Bolivar
158 elcarmendebolivar

159 Magangué
160 Turbaco

161 Chiquinquira
162 Duitama

163 Puerto Boyaca
164 Sogamoso
165 La_dorada
166 ladorada

167 Chinchina

168 Riosucio



169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208

San_vicente_del_caguan
Sanvicentedelcaguan
Santander_de_quilichao
santanderdequilichao
Aguachica
Agustin_Codazzi
Agustincodazzi

Cereté
Cienaga_de_oro
Cienagadeoro

Lorica

Montelibano
Planeta_Rica
Planetarica

Sahagun
San_Andrés_de_Sotavento
Sanandresdesotavento
Tierralta

Chia

Facatativa

Funza

Fusagasuga

Girardot

Madrid

Mosquera

Soacha

Zipaquira

Garzén

La_plata

laplata

Pitalito

Maicao

Manaure
san_Juan_del_Cesar
sanjuandelcesar
Ciénaga

El_Banco

Elbanco

Fundacién
Zona_Bananera



209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248

Zonabananera
acacias
Fuente_de_oro
fuentedeoro
Granada

Ipiales

Samaniego
San_Andrés_de_Tumaco
Sanandresdetumaco
Los_patios

lospatios

Ocafia

Pamplona
Villa_del_Rosario
Villadelrosario
Calarca
Dosquebradas
Santa_Rosa_de_Cabal
Santarosadecabal
Barrancabermeja
Floridablanca

Giron

Piedecuesta

Corozal
San_marcos
sanmarcos

Espinal
Buenaventura
Guadalajara_de_buga
Gruadalajaradebuga
Cartago

El_Cerrito

Elcerrito

Florida

Jamundi

Palmira

Tulua

Yumbo

Puerto_Asis
Puertoasis



All sensitive geographical place names or references listed in C1, C2 and C3, shall include said
names with or without the corresponding Spanish accents (marks or symbols)

C. Potential use for illegal purposes

249 farc

250 eln

251 eleno

252 elenos

253 epl

254 guerrilla
255 guerrillero
256 guerrilleros
257 guerrilleras
258 cocaina
259 coca

260 drogas

261 droga

262 narco

263 narcos

264 narcotrafico
265 asesinato
266 asesinatos
267 sicarios
268 sicario

269 secuestro
270 secuestros

271 atentado
272 atentados

273 carrobomba
274 carrosbomba
275 carrobombas
276 Bazuco

277 asesinosasueldo
278 asesinoasueldo

279 Ladrones
280 Ladrén
281 Ratero
282 Rateros



283
284
285
286
287
288
289
290
201
292

secuestroalpaso
paseomillonario
estafa

estafas
Paramilitares
Paramilitar
Gatillero
Guerrillera
marihuana
extasis

D. Due to their Generic nature

293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308

309
310

311
312
313
314
315
316
317
318

aero
arpa
asia

biz

cat

co
colombia
com
coop
edu

eu

gob

gov

info

int

jobs

mil

mobi
museum
name
net

nom

org

pro

tel

travel



any other gTLD that may come about and has not
319 been registered in the .CO space

E. Other domain names Restricted and/or Reserved at All Levels

320 Presidencia

321 Presidencia de la Republica
322 Policia Nacional

323 Ejército de Colombia

324 Fuerzas Militares

325 Ejército

326 Armada Nacional

327 Armada

328 Congreso de la Republica
329 Senado de la Republica

330 Cadmara de Representantes

331 Consejo de Estado

332 Corte Constitucional

333 Corte Suprema de Justicia

334 Fiscalia General de la Nacién

335 Ministerio de Justicia y del Derecho
336 Minjusticia

337 Ministerio de Relaciones Exteriores
338 Minrelaciones

339 Ministerio de Hacienda y Crédito Publico
340 Minhacienda

341 Ministerio de Defensa Nacional

342 Mindefensa

343 Ministerio de Agricultura y Desarrollo Rural
344 Minagricultura

345 Ministerio de la Proteccion Social

346 Minproteccién
347 Ministerio de Minas y Energia
348 Minminas

349 Ministerio de Comercio, Industria y Turismo

350 Mincomercio

351 Ministerio de Educacién Nacional

352 Minedu

353 Ministerio de Ambiente, Vivienda y Desarrollo Territorial

354 Minambiente
355 Ministerio de Tecnologias de la Informacion vy las



Comunicaciones
356 Mintic
357 Ministerio de Transporte
358 Mintransporte
359 Ministerio de Cultura
360 Mincultura
361 Defensoria del Pueblo

362 Contraloria General de la Republica
363 Procuraduria Generla de la Nacidn
364 Consejo Nacional Electoral

365 Registraduria Nacional del Estado Civil
366 Mipymes

367 tlc

368 ispeak

369 comisionesregionales

370 transformacionproductiva
371 colombiacompite

372 vuce

373 Fiscalia

374 Policia

375 Ministerio de Comunicaciones
376 Mincomunicaciones

377 Consejo Superior de la Judicatura

2. Restricted at the Second Level

A. All Domain Names which have been registered at the third level under gov.co and mil.co
shall be Restricted at the Second Level up and until their transition has been dully verified

B. All ccTLD Domain Names which, upon due verification of the transition into the second
level, use the .CO acronym. These shall be restricted at the second level.

378 AE
379 AO
380 AT
381 Bl
382 Cl
383 CK

384 CR



Create Your Opportunity

385
386
387
388
389
390
391
392
393
394
395
396
397
398
399
400
401
402
403
404
405

GG
GL
GY
HU
ID
IL
IM
IN
JE
JP
KE
MW
NL
NZ
RS
sz
TH
TT
UG
UK
ZA



