
 

 

 

DNSSEC Practice 

Statement 

1 June 2024 

  



 

 

 

   
 

 

 



 

 

 

   
 

Contact 

  

  

 

  

Classification 

 

Definitions 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

   
 

 

 

 

 

 

 

 

 

Purpose 

 

Scope 

 

Audience 

 



 

 

 

   
 

Contents 

  ..............................................................................................  

  .................................................................................................  

  ..........................................................  

  ...................................................................  

  .....................................................................  

  ............................................................................  

  ............................................................................................  

  ........................................................................  

  ..............................................................  

  .........................................................................  

  ......................................................................  

  ..........................  

  ........................  

  ...............................................  

  ..............................................................  

  ..........................................  

  .....................................................................................  

  .................................................................................  

  ..................................................................................  

  ......................................................................  

  ........................................................  

  .................................................................................  

  ......................................................................  

 .......................................................  

  .  

  .................................................  

  ......................................................................................  

 ...................................................................  

  .....................................................................  



 

 

 

   
 

  ......................................................................................  

  .................................................................  

  ...........................................................................................  

  ................................................  

  ..........................................................  

  ..................................................................................  

  ..........................................................................................  

  .........................................  

  ............................................................  

  ..............................................................  

  ...................................................................................  

  ...................................................  

  ............................................................  

  ..................................................  

  ........................................................................  

  ..................................................  

  .........................................................................  

  ..........................................................................................  

  ......................................................................................................  

  .........................................................................  

  ..................................................  

  ..............................................................  

  ............................................................................  

  ............................................................................  

 



 

 

 

   
 

1 Introduction 

 

 

1.1 Overview 

 

1.2 Document Name and Identification 

  

  

  

  

1.3 Community and Applicability 
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1.4 Specification Administration 

1.4.1 Specification Administration Organization 

  

  

1.4.2 Contact Information 

  

  

 

  

1.4.3 Specification Change Procedures 

 

 



 

 

 

   
 

2 Publication Repositories 

2.1 Repositories 

 

2.2 Publication of Public Keys 

 

2.3 Access Controls on Repositories 

 

 

 



 

 

 

   
 

3 Operational Requirements 

3.1 Meaning of Domain Names 

 

3.2 Identification and Authentication of Child Zone Manager 

 

3.3 Registration of Delegation Signing (DS) Resource Records 

 

 

 

3.4 Method to Prove Possession of Private Key 

 

 

 



 

 

 

   
 

3.5 Removal of DS Resource Record 

 

 



 

 

 

   
 

4 Facility, Management and 

Operational Controls 

4.1 Physical Controls 

4.1.1 Site Location and Construction 
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4.1.2 Physical Access 

 



 

 

 

   
 

 

 

4.1.3 Power and Air Conditioning 

 

 

4.1.4 Water Exposures 

 

4.1.5 Fire Prevention and Protection 

 

4.1.6 Media Storage 

 



 

 

 

   
 

4.1.7 Waste Disposal 

 

4.1.8 Off-site Backup 

 

4.2 Procedural controls 

4.2.1 Trusted Roles 
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4.2.2 Number of Persons Required Per Task 

 

4.2.3 Identification and Authentication for Each Role 

 



 

 

 

   
 

4.2.4 Tasks Requiring Separation of Duties 

 

4.3 Personnel Controls 

4.3.1 Qualifications, Experience and Clearance Requirements 
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4.3.2 Background Check Procedures 

 

4.3.3 Training Requirements 

 

 

4.3.4 Job Rotation Frequency and Sequence 

 

4.3.5 Sanctions for Unauthorized Actions 

 

4.3.6 Contracting Personnel Requirements 

 



 

 

 

   
 

4.3.7 Documentation Supplied to Personnel 

 

4.4 Audit Logging Procedures 

 

4.4.1 Types of Events Recorded 

 

 

 

  

 

 

 

 

 

 

  

 

 

  

 

 

4.4.2 Frequency of Processing Log 

 

4.4.3 Retention Period for Audit Log Information 

 



 

 

 

   
 

4.4.4 Protection of Audit Log 

 

4.4.5 Audit Log Backup Procedures 

 

4.4.6 Audit Collection System 

 

 

4.4.7 Notification to Event-causing Subject 

 

 

4.4.8 Vulnerability Assessments 

 

4.5 Compromise and Disaster Recovery 

4.5.1 Incident and Compromise Handling Procedures 



 

 

 

   
 

 

 

 

4.5.2 Corrupted Computing Resources, Software and/or Data 

 

4.5.3 Entity Private Key Compromise Procedures 

 

4.5.4 Business Continuity and IT Disaster Recovery Capabilities 

 

4.6 Entity Termination 

 

 



 

 

 

   
 

5 Technical Security Controls 

 

5.1 Key Pair Generation and Installation 

5.1.1 Key Pair Generation 

 

 

5.1.2 Public Key Delivery 

 

 

5.1.3 Public Key Parameters Generation and Quality Checking 

 

5.1.4 Key Usage Purposes 

 



 

 

 

   
 

5.2 Private Key Protection and Cryptographic Module 

Engineering Controls 

 

5.2.1 Cryptographic Module Standards and Controls 

 

5.2.2 Private Key (m-of-n) Multi-person Control 

 

5.2.3 Private Key Escrow 

 

5.2.4 Private Key Backup 

 

5.2.5 Private Key Storage a Cryptographic Module 

 

5.2.6 Private Key Archival 

 



 

 

 

   
 

5.2.7 Private Key Transfer into or from a Cryptographic Module 

 

 

5.2.8 Method of Activating a Private Key 

 

5.2.9 Method of Deactivating a Private Key 

 

5.2.10 Method of Destroying a Private Key 

 

 

5.3 Other Aspects of Key Pair Management 

5.3.1 Public Key Archival 

 



 

 

 

   
 

5.3.2 Key Usage Periods 

  

  

  

  

  

5.4 Activation Data 

 

5.5 Computer Security Controls 

 

 

5.6 Network Security Controls 

 

5.7 Time Stamping 
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5.8 Life Cycle Technical Controls 

5.8.1 System Development Controls 

 

5.8.2 Security Management Controls 

 

5.8.3 Life Cycle Security Controls 

 

 



 

 

 

   
 

6 Zone Signing 

6.1 Key Lengths, Key Types and Algorithms 

 

6.2 Authenticated Denial of Existence 

 

6.3 Signature Format 

 

6.4 Key Rollover 

 

 

6.5 Signature Lifetime and Re-signing Frequency 
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6.6 Verification of Resource Records 

 

 



 

 

 

   
 

6.7 Resource Records Time-to-live 

 

  

  

  

  

 



 

 

 

   
 

7 Compliance Audit 

7.1 Frequency of Entity Compliance Audit 

 

7.2 Identity/Qualifications of Auditor 

 

7.3  

 

7.4 Topics Covered by Audit 

 

7.5 Actions Taken as a Result of Deficiency 

 

7.6 Communication Results 

 



 

 

 

   
 

8 Legal Matters 

8.1 Fees 

 

8.2 Financial Responsibility 

 

8.3 Confidentiality of Business Information 

8.3.1 Scope of Confidential Information 
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8.3.2 Types of Information Not Considered Confidential 

 

8.3.3 Responsibility to Protect Confidential Information 

 



 

 

 

   
 

8.4 Privacy of Personal Information 

8.4.1 Information Treated as Private 

 

8.4.2 Information not Deemed Private 

 

8.4.3 Responsibility to Protect Private Information 

 

8.4.4 Disclosure Pursuant to Judicial or Administrative process 

 

8.5 Limitations of Liability 

 

8.6 Term and Termination 

8.6.1 Term 

 

8.6.2 Termination 

 



 

 

 

   
 

8.6.3 Dispute Resolution Provisions 

 

 

 

8.6.4 Governing Law 

 

8.6.5 Registry Jurisdiction 

 

 

 

 

 

 

 



 

 
 

   
 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 


